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EU INSTITUTIONS OBLIGATIONS

When processing data through their web services,
EU Institutions (EUIS) must provide their visitors:

v Information about the processing of their personal
data.

v Information about the data stored and collected in
their devices

v A meaningful method for accepting and rejecting the
storing and collection of data in their devices.

v’ Safe transmission channels and servers to ensure

personal are securely transferred and processed.
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NOT JUST A MATTER OF COMPLIANCE

When dealing with privacy and data protection, compliance
Issues can quickly become reputational issues.
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COOKIE BASED TRACKING

When visitors access web services, they could receive
one or more cookies with a web page.
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COOKIE BASED TRACKING

The cookie previously downloaded is sent every time a resource from
doubleclick.net is embedded in a visited web page. That way DoubleClick

can register all the websites visited using the unique identifier in the
DoubleClick cookie “IDE”.
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WEB BEACONS AND TRACKING
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THE “MOST WANTED” LIST

Some third-party components are well-known for
tracking visitors of those websites they are embedded In.
The most popular in EUI web services are:

* Video streaming

= AdNetworks

= Web Analytics

= Social networks and related
= Content delivery networks

= Other “free” services




YOUTUBE TRACKING

Trackers associated with the video streaming service
YouTube have been found in the analysed EUI web
services.

If not properly configured, embedded YouTube
players download 4 cookies on visitors’ devices.

YouTube does not provide any information on the
purpose of those cookies.

At least 2 of the cookies contain identifiers that could
be used to track users’ behaviour when browsing the
Internet after visiting the EUIl web service.




RECOMMENDATIONS

« Choose a video streaming service that does not track
users by default and allows to fully shut down user
tracking.

e YouTube has a privacy enhanced mode that uses no
HTTP cookie. However, this mode still stores as a HTML 5
Local Storage a device identifier that allows to track the
visitor.

o 3 Inspector Console = Debugger {} Style Editor (& Performance {J Memory = Network
£ Cache Storage 5
2 Cookies
&% www.youtube-nocookie.com
£ Indexed DB
£ Local Storage
€% https./fwww.youtube-nocookie.com

£ Session Storage



https://support.google.com/youtube/answer/171780?hl=en

BLOCKING PLUGIN

Please accept youtube cookies to play this video.
By accepting you will be accessing a service provided by a third party external to
europa.eu.

A plugin that blocks the video streaming service until the user has
explicitly consented the data storage could be a solution.

However, this option might not be privacy friendly, since it forces

visitors to accept the privacy policy of a third party in order to access the
content.
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DOUBLECLICK TRACKING

DoubleClick is an advertising company owned by
Google.

Trackers associated with DoubleClick have been
found in the EUI analysed web services.

DoubleClick also uses Google Analytics identifiers
to track visitors.

There Is no reason to have EUI's visitors tracked
by any advertising company.




RECOMMENDATIONS

* No cookies or HTTP requests should be made to
DoubleClick or other known advertising services.

* DoubleClick is often embedded in web services by
other third-party services without the knowledge of
the controller.

EUl's should closely check the behaviour of third-
party components included in their web services
to ensure that no unwanted trackers are included.
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GOOGLE MAPS TRACKING

 Google Maps Is a widely used mapping service,
but It also Installs cookies on visitors’ devices.

 Google has declared that at least one of those
cookies Is used for profiling and advertising.

« Trackers associated with the cookie used by
Google Maps to track users have been found iIn
the EUI analysed web services.
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2 — NID’S PURPOSE IS ADVERTISEMENT AND PROFILING

Advertising We use cookies to make advertising more engaging to users and more valuable to publishers
I
and advertisers. Some common applications of cookies are to select advertising based on

what's relevant to a user; to improve reporting on campaign performance; and to avoid showing

ads the user has already seen.

rGoogle uses cookies like NID and SID to help customize ads on Google properties, like Google
Search. For example, we use such cookies to remember your most recent searches, your
previous interactions with an advertiser's ads or search results, and your visits to an
L::1d\.rer‘tiser’s website. This helps us to show you customized ads on Google.

\

4 . L .
We also use one or more cookies for advertising we serve across the web. One of the main
advertising cookies on non-Google sites is named ‘IDE’ and is stored in browsers under the

\ domain doubleclick.net. Another is stored in google.com and is called ANID. We use other

J

cookies with names such as DSID, FLC, AID, TAID, and exchange_uid. Other Google properties,
like YouTube, may also use these cookies to show you more relevant ads.

Sometimes advertising cookies may be set on the domain of the site you're visiting. In the case

of advertising we serve across the web, cookies named '_gads' or '_gac’ may be set on the
domain of the site you're visiting. Unlike cookies that are set on Google's own domains, these
cookies can't be read by Google when you're on a site other than the one on which they were
set. They serve purposes such as measuring interactions with the ads on that domain and
preventing the same ads from being shown to you too many times.

Google also uses conversion cookies, whose main purpose is to help advertisers determine
how many times people who click on their ads end up purchasing their products. These
cookies allow Google and the advertiser to determine that you clicked the ad and later visited
the advertiser’s site. Conversion cookies are not used by Google for personalized ad targeting
and persist for a limited time only. A cookie named ‘Conversion’ is dedicated to this purpose.

It's generally set in the googleadservices.com domain or the google.com domain (you can find

a list of domains we use for advertising cookies at the foot of this page). Some of our other
cookies may be used to measure conversion events as well. For example, DoubleClick and
Google Analytics cookies may also be used for this purpose.

https://policies.gooqgle.com/technologies/types

EDPS


https://policies.google.com/technologies/types

RECOMMENDATIONS

There I1s no reason to have visitors of EUl's web
services tracked for advertisement purposes.

« Choose a mapping service that does not track
users (e.g. EC Webtool Map or OpenStreetMap).

« Substitute the interactive maps for images of he
maps.
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https://webgate.ec.europa.eu/fpfis/wikis/pages/viewpage.action?pageId=105089284
https://blog.openstreetmap.org/

16

GOOGLE ANALYTICS

Google Analytics is used by some of the EUI analysed web
services.

Even if Google Analytics identifiers are stored in cookies
on the EUI's domain, they are controlled by a third party
and require the user’s consent

Google Analytics is a service provider for millions of web
sites. Google’s privacy policy does not prevent that data
collected from visitors of all web sites is used for
behavioural advertising.

Since the cookies are stored on the EUI's domain, there is
no easy way for the users to reject their use.




2 — GOOGLE ANALYTICS MAY BE USED FOR

ADVERTISEMENT AND PROFILING

Advertising

Q}o le Analytics cookies may also be used for this purpose. )

We use cookies to make advertising more engaging to users and more valuable to publishers
and advertisers. Some common applications of cockies are to select advertising based on
what's relevant to a user; to improve reporting on campaign performance; and to avoid showing
ads the user has already seen.

Google uses cookies like NID and SID to help customize ads on Google properties, like Google
Search. For example, we use such cookies to remember your most recent searches, your
previous interactions with an advertiser's ads or search results, and your visits to an
advertiser's website. This helps us to show you customized ads on Google.

We also use one or more cookies for advertising we serve across the web. One of the main
advertising cookies on non-Google sites is named ‘IDE’ and is stored in browsers under the
domain doubleclick.net. Another is stored in google.com and is called ANID. We use other
cookies with names such as DSID, FLC, AID, TAID, and exchange_uid. Other Google properties,
like YouTube, may also use these cookies to show you more relevant ads.

Sometimes advertising cookies may be set on the domain of the site you're visiting. In the case
of advertising we serve across the web, cookies named '_gads’ or _gac’ may be set on the
domain of the site you're visiting. Unlike cookies that are set on Google's own domains, these
cookies can't be read by Google when you're on a site other than the one on which they were
set. They serve purposes such as measuring interactions with the ads on that domain and
preventing the same ads from being shown to you too many times.

Google also uses conversion cookies, whose main purpose is to help advertisers determine
how many times people who click on their ads end up purchasing their products. These
cookies allow Google and the advertiser to determine that you clicked the ad and later visited
the advertiser’s site. Conversion cookies are not used by Google for personalized ad targeting
and persist for a limited time only. A cookie named ‘Conversion’ is dedicated to this purpose.
It's generally set in the googleadservices.com domain or the google.com domain (you can find
a list of domains we use for advertising cookies at the foot of this page). Some of our other
cookies may be used to measure conversion events as well. For example, DoubleClick and

https://policies.gooqgle.com/technologies/types
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https://policies.google.com/technologies/types
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RECOMMENDATIONS

Third-party web analytics require visitors’ consent and
EUI's should ensure that such consent is obtained before
collecting any visitors’ data.

The European Commission provides a web analytics
service, Europa Analytics, which is more privacy-friendly
than commercial alternatives.

If EUIs prefer commercial alternatives, the setup of the
service must ensure that informed visitor consent Is
obtained prior to any tracking.
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ADDTHIS TRACKING

« AddThis offers a tool to facilitate sharing online content of
web.

 Trackers associated with AddThis have been found In
some of the EUI analysed web services.

* The use of AddThis in an EUI web service implies not only
the tracking of it's visitors by AddThis, but also by 44 so-
called “Pixel Partners” (advertising partners).

X} Cookie & Pixel Partners

f When a website visitor visits a Publisher Site, Oracle and Oracle Partners to set cookies and fire pixels to
collect AddThis Data to enable the synchronization of internal unique identifiers between AddThis anc

ir third party partners and to facilitate online behavioral advertising as described in detail in the Privacy

https://www.addthis.com/privacy/pixel-partners
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https://www.addthis.com/privacy/pixel-partners
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RECOMMENDATIONS

AddThis is particularly harmful for the privacy of the web
service visitors, because it allows many different
advertising companies to track them.

It Is possible to share online content on social networks
directly and without using third-party tools.

In case EUl's prefers to have unique control to facilitate
their online content sharing, they should choose a service
provider that does not track their visitors.

The European Commission provides several privacy
friendly Webtools that could be used for this purpose like
Social bookmarking and networking or Social Media Kit.



http://ec.europa.eu/ipg/services/interactive_services/index_en.htm
https://webgate.ec.europa.eu/fpfis/wikis/display/webtools/Social+bookmarking+and+networking
https://webgate.ec.europa.eu/fpfis/wikis/display/webtools/Social+Media+Kit

CONTENT DELIVERY NETWORK TRACKING

« A Content Delivery Network (CDN) is a geographically
distributed network of servers that allow to improve the
availability and performance of web services.

« Trackers associated with CloudFlare, one of the main
CDNs, have been found in some of the EUI analyzed web
services.

« According to CloudFlare’s cookie Policy “as part of our
Service, we may place a “ cfduid” cookie on the
computers of End Users (as that term is defined in our
Privacy Policy). We do this in order to identify malicious
visitors to our Customers’ websites, to reduce the
chance of blocking legitimate users, and to provide

customized services.”.




RECOMMENDATIONS

* Improving the availability and the performance of
the EUlI's web services should not involve the
tracking of its visitors.

« Tracking conducted by third parties like Content
Delivery Networks requires the informed consent
of the visitors and EUIl's should ensure that no
tracking takes place before consent is obtained.




PERSONAL DATA SECURITY

« EUlI's must ensure the security of the personal
data of their visitors both while being transmitted
and while stored in the EUI's servers.

x Any data transmitted over a non-secured channel
(HTTP) can be accessed by other users sharing
the network (e.g. an open WIi-FiI or a corporate
network).

v Data transmitted over an encrypted channel
(HTTPS/TLS) can only be accessed by the sender
and the recelver.




PERSONAL DATA SECURITY

« The use of a HTTPS connection requires digital
certificates that will also allow to ascertain that the
visited web service Is the right one and not a fake
(phishing).

* Even If individual web pages of a web service do
not process personal data as such, HTTPS
connections prevent any potential attacker from
monitoring the visitors browsing history.




RECOMMENDATIONS

Provide secure connections to EUIs web services by
using HTTPS and TLS protocols.

Redirect any incoming HTTP connection to HTTPS.

Provide secure connections to the entire web service
and particularly to those pages processing personal
data.

Conduct regular vulnerability assessments to detect
any potential threat to the personal data processed by
the EUIs web services. Afterwards, evaluate de
detected risks and elaborate an action plan to address
any significant risks.
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STEPS TO COMPLIANCE

Minimize the personal data knowingly processed by EUI
web services (e.g. collected by web forms).

Draft an inventory of third-party services embedded in
EUl web services and analyse their privacy impact.
Based on the analysis, take steps to ensure compliance
with ePrivacy and data protection regulatory framework.

Provide HTTPS (encrypted) connections for the web
service and ensure that any HTTP (non-encrypted)
connection is redirected to HTTPS.

Conduct a vulnerability assessment on the servers that
process personal data for the web service.




EDPS Guidelines

EUROPEAN DATA PROTECTION SUPERVISOR

Guidelines on the
protection of personal
data processed through

web services

provided by EU
institutions

https://edps.europa.eu/sites/edp/files/publication/16-11-07 guidelines web services en.pdf

EDPS
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https://edps.europa.eu/sites/edp/files/publication/16-11-07_guidelines_web_services_en.pdf
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